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1. Initial registration

In order to use the service Raiffeisen ONLINE you must be a client of Raiffeisenbank and must have a
client’s number.

1.1. Online registration - sending application by Internet

An application should applied by persons or companies for using a standard package of passive or
active services.

You must enter the site online.rbb.bg and go to the online registration menu to fill the registration
form.

3] Railfessenbank (Bulgaria) AD - Mcrosolt Intermet Bxplorer Bl -lsix
Pl TS vew Pt Tkt dab
Qe - (- (] (B | e s @) 3- L B -
ks 48] hetps:fonkne. b biDespe e sult. aspo T session_idebuses_\dmaom_idejen-di5{ Crineregistration_ FrivsheCustomer Bl ks ®
Online registration for Private Individuals and Companies A back
1f you want b receive & registration for Raiffeisen ONLINE service, you should take into consderation fabowing
requirements and conditions:
™ o can apaly for on live registration to use standard package of passie or sctive Services.
B Only the holder of th e actounts or authorized by the company person can apaly for Raiffeisen ONLINE.
W [t is recessary to hav I.Ienl.ull: Active current or card aceourit in Redfssentan
W [n the registe Ju must specy current e-mail sddress) To the registered e-mal, you will receive impartant official
barik iass e (electionic u-runuu and others)
To apply for Raffeisen ONLINE follow the instructions:
. Fill in the electronic appication form. The items marked by the asterisk (*) are mandatory to fill.
B pPlogse, ched carefully the corredness of the data you have filled in. The applications with incomect data wil not be
prfarmied
B whin you swcoescly fill in the .lpl.llulun farm, you will recgive J regatration number. Please, have in mind your
reQistration rumber, The Jocess to the Raiffeisen ONLINE stil is not allowed,
Please, fll in the apphcation form, check the data again and dick 0K
Aaraunk
hulder's full [
name *
Raiffaizen ONLINE accoss channel(s) * F wer Fehone
Corraspondants addrass * |
Personal Number or For non-residents - date of birth * or
Iduritity card M ® [
Phane * [
Fax [
£-Hail * |
Mobile [
[
Customer aceounts for registration * JEAND THANE,...
without gaps belween $ymbalsi Each socount furmber aught i be
divaced by comima. 5
Operational Centre [ta=rpans =1
1 wantt to uss Raiffaizen Oning  enly for passive cperations & for passive and active operatians
Gther information SHOUE this registratian =
= 1 dedare that | am aquainted and I'm scoepting Raffesenbank =
& term B [ Lol euranet
5| (5 g & ATass0.., | B neercase) [l (Dubgan, ) User pde | B e it ... B A B e

In order to register, follow the instructions given on the respective screen. In the registration form you
must specify a current e-mail /in the field “e-mail for messages”/ that you do not intend to
change! At the e-mail that you have registered you shall receive important service messages from the
Bank (for electronic certificate etc.).

The fields marked with an asterisk (*) are obligatory to fill. If there are obligatory fields that have not
be filled you shall automatically receive a message saying that the registration application cannot be
accepted and specifying the respective field that you must fill.
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Enter your name correctly. If there is a discrepancy between your name specified in the application
and the name corresponding to your client's number in the Bank, your registration cannot be
performed.

When you successfully fill the form, you shall receive a message saying that the application has been
accepted and the system generates your registration number. Please, keep this number! You will

need your registration number in order to complete successfully your registration at Raiffeisen
ONLINE.

bank {(Bulgaria) AD - Microsolt Internet Explorer

File Edit View Favorites Tools Help

Ogack S I_LI ﬁ .;‘J | !-\‘Search ‘:‘\7 Favotites &)“: | = . = K

Address I@j https: ffonline. rbb.bafpagefdefault. aspx?session_id=Ruser_id=Roml_id=/en-US/.OnlineRegistration_PrivateCustomer_OFK

Raiffeisen
BANK

Online registration for Private Individuals and Companies 4 back

B vour application has been accepted for further processing.

B please, have in mind your registration number; it will be needed for finishing successfully your registration for
Raiffeisen ONLINE!

B Interm of 1 workday you will receive a massage on your e-mail address to inform you about the current status of
the on line application. The current status can be seen also in the anline.rbb.bg / Checking the registration, after
entering your registration number.

B \When your application has been approved, here you are in selected branch of the Bank, to receive User Name and
Password for Raiffeisen OMLINE,

Date: 21.05.2006 16:57
Account holder: Radostina Atanasova Atanasova

Registration number; 7333087

SPrint

&~ top

Within one workday at the e-mail you have specified you shall receive a message regarding the
status of the submitted application. You can check the status of the application at
online.rbb.bg/Checking the registration by entering your registration number.

When your application is confirmed, please, come to the Bank Office you have selected in order to
receive a username and a password for access to the Raiffeisen ONLINE.

Important! If you do not visit a bank office within 3 months after the on-line

application and you do not receive user name and password, the on-line request
will be automatically deactivated.
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-3 Raiffeisenbank (Bulgaria) AD - Microsoft Internet Explorer

File Edit View Favorites Tools Help
Qe - Q- %] 2] (o

Address I@j https: ffonline rbb.bofpagefdef ault. aspxFuser_id=fsession_id=8xml_id=/en-US}.CnlineRegistration_CheckStatus

pe ) Search ¢ Favorites {‘i

~3

Raiffeisen
BANK

Checking the current status of application for online registration 4 back

Registration number [733z057

Current status of your registration: Your registration is in process. When the reqistration is finished, you will be
informed by a message to registered e-mail address in the application.

Steps in the process of online registration:

1. Acceptance of registraction Pending

Please visit any Raiffeisenbank branch to check

2. Check of your identity your identity and finish your registration

- tap

One workday after you receive your username and password in an office of Raiffeisenbank you shall
be able to use the Raiffeisen ONLINE system. Legal entities shall have access to the system within 3
working days after receiving username and password.

During the initial logging in the system shall ask you to change your password with another one
chosen by you. We recommend you to change your password regularly. For your facilitation, you
can also change your username with another one chosen by you. Changing username and password
is performed according to Item 1.3.1 and ltem 1.3.2 of the present guide.

If you want to authorize other persons to use the system at your behalf, please, visit the nearest office
of Raiffeisenbank or the office you are registered in to fill a form with information regarding the

persons you shall authorize. The usernames and the passwords must be received by the authorized
persons in person at the respective office against proper identification.

1.2. Offline registration (at a bank counter)

Please, visit the most suitable office of the Bank to fill a “Raiffeisen ONLINE application form”. When
a Bank’s employee registers you in the system, you shall receive an envelope with username and
password for access.

If you have authorized other persons to use the services of a single online client of Raiffeisen
ONLINE, the envelopes with the username and password for access shall be received by each user in
person or by a person authorized for this purpose against proper identification.

This service shall be active on the next workday. For legal entities the access to the system shall be
activated within 3 working days after receiving username and password.

1.3. User settings

1.3.1. Changing username

* From the main menu choose Settings/Changing username.
= Enter the old and the new username in the respective fields
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=  Press the Confirm button to save the username.

2l Raiffeisenbank (Bulgaria) AD - Microsoft Internet Explorer

File Edit %iew Faworites Tooks  Help
Q= - ©) - [x] [ :‘l|/'_"| Search ' Favarkes ‘3‘ =
Aciress [ €] hutps:fonline.rbb bgiPage/de’ault aspx?user_id=13F918F4EDA1 H15A905E 31 FDUSS66ASERsession_id=myicZrdxHuleEcsDsSE D DN ot S Hy Oyl YFRckESe [FMRhCysutlT Lo id=fen-Us/ebanking/31persanal
-
Raiffeisen
BANK
PA it
) Change User Name 4 back
» Bank cards
» Transfers
Current user name |370287
» Loans
» Deposits Mew user name !
+ Settings ) ok
Change Password
Change User Name o
b Certificates
Orline Banking Sessions
» Systemn Information
+ Logout
RADOSTINA ATANASOVA
ATANASOYA
hangi d
1.3.2 Changing passwor
* From the main menu choose Settings/Changing password.
* Enter the old and the new password in the respective fields
.
* Press the Confirm button to save the new password.
3 Raiffeisenbank (Bulgaria) AD - Microsoft Internet Explorer
File Edi Wiew Favorites  Tools  Help
Oaack - \_) - d @ b|/'" search \;"‘\?Favnntas “t‘ - :,’, 4
Address I@LI https:{fonline rbb.bgiPage/default, aspxTuser_id=13F218F4EDAI44SAS0SESLFD _id=mveZrdxt D5 SE I OMifxHSCsWHyOyle ST YHFR.elGSedy IFMRhCY uti TYUgeml_id=/er-Us/ebanking/21persone

_n
Raiffeisen
» Accounts
Change Password < back
» Bank cards
» Transfers 0ld password l—
* Loans
Hew password 7
» Deposits
+ Settings Retype new password
Change Password » ok
Change User Name
4 top

b Certificates
Online Banking Sessions
» Systemn Information

» Logout

RADOSTINA ATANASOYA
ATANASOVA

1.3.3. Personal settings.
In this menu you can rearrange your personal menu’s view.

1.3.3.1. Quick links

This option gives you the opportunity of creating a quick access to the menus, which you use more
frequently.

In order to do that go to the menu , which you wish to see, use as a quick link and press the button
[Add page as a quick link].

When entering Settings, Quick links, a list with the chosen quick links is visualized.

There is an option for deletion with the button [Delete]
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Accounts

Bank cards
Transfars

Laans

Deposits

Massapes

Sattings

Change Password
Change User Name
Cartificates

Online Banking Sessions
Personal settings
System Informnation

d * v v v v =

=

-

Personal settings

B Quick Links

B Home page content

1.3.3.2. Home page content.

Quick Links

For RADDETINA ATANASOVA ATANASOWA;

C fcogunis

r Delete |

This option gives you the opportunity to choose the home page content after logging into the system.
In the left section a list with the quick links is shown, on the right column “Show in the left section”,
“Show in the center” and “Show in the right section” — these menus which you wish to add in the
home page at the pointed places as you add the menu names with the arrow button.

With button “Save” you can save the menu’s view and when you enter the system again you will see

the saved view.

Raiffeisen

BANK

hecounts

Bank cards
Transfers

Laans

Dieposits
Maszages
Settings

Change Password

i v+ v = =

Change User Mame
Certificates

=

dnline Banking Sessions

Personal settings
System Informnation
Help

Lagaut

- v w

Personal settings

B Guick Links

B Home page content

RADOSTINA ATANASOVA

AW A LA,

1.4 Electronic certificates

1.4.1 What is an electronic certificate

Home page content
Last infarmation for

_ Shaw in the |eft cection

Mavements
Transfars
Systarn Urage
Quick Links

| F Save

mi

Balance -
i
=
E

Show in the right saction
-

&l

Shaow in the canter

The users of Raiffeisen ONLINE that are authorized to perform active operations (transfer orders,
credit operations orders, inquiries and other financial transactions) shall sign the active operations
and electronic documents with electronic (digital) certificates that have been issued separately or in
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combination with mobile hardware device token or with universal electronic signature (UES) B-Trust
certificate, issued by Bankservice.
Raiffeisen ONLINE clients have the opportunity to buy B-Trust certificate on prefferencial prices.

The electronic certificate is a digital signature that contains data unique for each user, together with
cryptographic keys that guarantee maximal security and protection of information.

When using software certificates, issued by Raiffeisenbank the access to the active operations of
Raiffeisen ONLINE is fixed on the computer on which the certificate is installed. In this case it is
recommended using a token (external hardware device) to confirm sending of signed orders through
a digital code, generated from the token.)
Thus, you are protected even in case of security threatening of your computer, e.g. harming with
malicious code when browsing in Internet.

If you want to use Raiffeisen ONLINE from several computers, you can install the certificate on them
by exporting the original certificate according to the procedure specified in ltem 1.4.7.

You can save your certificate on a CD or other carrier, which you shall keep in safe as a backup
copy. In case of re-installing your operating system or if you accidentally erase your certificate and
have no backup copy, you will have to repeat the procedure for application for and installing a
certificate.

1.4.2. Checking installed components before certificate installation

In order to check that you are able to submit an application for installing a certificate and to order
payments, choose the submenu Technical requirements in the main menu Raiffeisen ONLINE.

Raillmissrshank {Buligaria) AD - Microsall Tl erost Fiolores

Fie F@  View Foveies  Toos  Help

Qe - 3 - [x] 2] 0 P L -
Address [] tatascif i abb bnPayeiel o aspPuser_ii= | 3F21EF - A ’ 8T UBgan|_mfeveUS e b 925 ety
I)cl Raiffeisen
BANK
Lt t: N
Feaunt System Information 4 back

* Bank cards
» Transfers B parne = Micrasoft Inbermot Explorer
5 eren B version = 4.0 (compatible; M3LE 6.0; Windows NT 5.1; Sv1)

~ ® Minor Varsion = ;5P2;
¥ Deposits B Uzerigent = Mozilla/+.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
b Settings B Flatform = Wini2
¥ Supports Cookies = trug

et = true

b System Information W Supports Javasenpt

b Logaut

B Chedk if you can sign:
£1gn

B Ched f you can request 3 certificate:

Tnitarnet Exploror
Mozila []

B Check i installed:
CARPTCOM

HEnroll

The software components of Microsoft - Capicom u Xenroll are required if you use Internet explorer
browser and want to make payments. By clicking on them you shall verify if they are installed on your
PC.

Xenroll is necessary to apply for issuing and installing an electronic certificate, in case you use
operational system MS Windows 2000 or XP. This component is a standard part of MS Windows
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and probably you already have it installed if you use these versions. The last component version is
enclosed for installing in menu Technical requirements.

It is not necessary to install Xenroll if you work with MS Windows Vista. In this case, before you start
applying and installing your personal certificate, you must install root certificates of Raiffeisenbank
according to the instructions in item1.4.9.

If you work with an older version of the operational system than MS Windows 2000, in order to use
the active services of the system it is necessary to use the Mozilla Firefox browser.

Capicom is necessary to sign with your certificate. Capicom is not included in the base installation of
MS Windows and probably will be necessary to be installed aditionally. The system will try to install
the last version of Capicom automatically, when you open the site Transfers or Technical
Requirements. The automatic installation will be successful if you have administration rights on
your computer and the Security Settings on Internet Explorer allow you.

Important:

In case of using Internet Explorer 7, you have to define our site URL https://online.rbb.bg as Trusted
site:

Choose the menu item Tools/Internet options/Security, select Trusted sites and press the
button Sites.

General  Security |Privacy I Content I Connections I Programs I Advanced I

Select a zone to view or change security settings.

@ |« v O

Inkernet Localintranet  JIUEENEREEEE  Restricted
sites

Trusted sites T
ites |
:'? This zone conkains websites that vou

"% rrust not ko damage your compuker or
wour Files,
‘ou have websites in khis zone,

— Security level for this zone
Allowed levels for this zone: Al

- Low

- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active conbent can run

- Appropriate for sites thak you absolutely trust

Custaom level, .. Defaulk level |

Reset: all zones to default level |

[0]4 I Cancel | Al |

Type the address https://online.rbb.bg in the field Add this web site to the zone, than press the
buttons Add and Close. Close the window Internet options by pressing OK.
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Trusted sites x|

,:,9 ‘fou can add and remove websites from this zone, All websites in
vy this zone will use the zone's security settings.

Add this website ko the 2one:

| https:/fonine.rbb.bg
Websites:
https: jfonline. biochim, com Remove |

https:/online.bulbank.bg
https: s, dskdirect bg

V¥ Require server verification (https:) For al sites in this zone

Close |

1.4.3 Applying for electronic certificate

*  You shall submit an online application for issuing electronic certificates.From the menu
Settings/Certificates go to the submenu Application.
* Press the button Confirm

“dl Railleisenbank (Bulgaria) AD - Microsolt Internet Explorer B

Fle Ed Vew Favbes Tock Heb
-6y ] (A & h w 0| -
e - ) - (=] (2] (| ) seeh [T =

Ackdrass, [ §8] bikirs: ok rbis dePugeided sl g Puser _ichm | D PO Zrd AT S e 01 PN Bk TFMAR e B RITVU B, LIS b persenslf03C |

m Raiffeisen
BANK

» hccounts

ifi 4 back
T Request Certificate

b Teansfers You wil recalvs requsit suthvrization code st you s-mid
» Losne
* Deposits sk
- Sottings .
Change Passmord
Change User Hame
~ Certificates
« Boquest Cortificate
* Installing
* Corbficsts Renewal
 RBB Root Cartificate
nling Banking Sessians
» System Information
¥ Logout

RADOSTINA ATANASOVA

When the application is sent successfully, you shall receive a code for confirmation of the certificate
at the e-mail that you have specified for during your registration. The received code you must fill in
the respective field in menu Settings/Certificates/Application.

After successful confirmation you shall receive a massage:
“The application for certificate is confirmed. Your certificate waits confirmation from bank
administrator.” Within 1 working day you application will process from bank administrator.

Important:

e When the application is confirmed a private key for your certificate shall be generated
automatically. This key binds the certificate with the computer, the operating system and the current
user from which the confirmation was made. This means that on a following stage you will not be
able to download the approved certificate from another computer, as well as when re-installing the
operating system on the computer after the application is confirmed.
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e Please, verify that you give a valid e-mail address for contacts during your registration. Otherwise
you will not receive a code for confirmation of the certificate and it will not be possible to complete
active operations.

e  Before sending the application it is recommended to visit the submenu Technical
requirements in order to verify the compatibility of your operating system, browser and system
components with the requirements for operation with certificates. The presence and the actuality of
these components is a prerequisite for applying for and downloading digital certificates, as well as
for signing active operations in Raiffeisen ONLINE.

1.4.4. Installing a certificate

The status of your application for a certificate can be checked in the menu Settings/
Certificates/Installation.

When your application is approved you shall receive the following message:

Your certificate is issued by the Certification Center of Raiffeisenbank. In order to receive it you must
press:

o for Internet Explorer : Install  Download
o for Netscape : Install
o for other browser : Download

*Press the button Install. After successful installation you shall receive a message. Confirm with the
button OK.

1.4.5. Review of installed certificate

To see your certificate go to Tools/Internet Option of Internet Explorer. You can see your
certificate in Contents / Certificates.

finternet op 1|
2l
, Intendedpurpose: [ <Al> =]

Perscnal | Other People | Intermediate Certification Autherities | Trusted Root Certificatior 4 | * |

Issued To | Issued B Expiratio... | Friendly Name

ES MARL..,  Raiffeisen Online CA 13/06/2007  <None:>

Import... Export... Remove Advanced..

Certificats intended purposes

<All=

Migw I

1.4.6. Resuming a certificate

Your electronic certificate, issued by Raiffeisenbank has a standard expiry term of 1 year.
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30 days before the expiry of your certificate you shall receive the following message on the main
screen:

«Your certificate expires on 05.06.2007, 10:14:32»

If you want to resume your certificate, go to the menu Settings/Certificates/Certificate
Renewal and click on the button Renew.

When the application is successfully sent you shall receive the following message:
“Your certificate renewal application has been sent”

Your current certificate is automatically deactivated right after you send the certificate renewal
application.
You must delete it from your browser and to wait until your new certificate is issued.

To install your new certificate you must follow the steps in item 1.4.4.

1.4.7. Copying a certificate

In case of using the active services of Raiffeisen ONLINE on other computer than yours, it is necessary
to copy your certificate on a carrier.

If you use the browser Internet Explorer to copy the certificate you need to execute the following
actions:

Go to Tools/Internet Options. You can see your personal certificates, saved on your computer in
Contents / Certificates.

General | Secuity | Privacy Content | Connections | Programs | Advanced |

[ Content Advisar

Ratings help pou contiol the [ntemet content that can be
A e

Enable | [ setings. |

[ Ceilificates

% Use certificates to positively identity yourself, certification
@l authorities, and publishers
Clear 5L Gtate | [ Ceticates. | Publishers.. |

-~ Personal information
n AutoComplete stores pravious entries e
and suggests matehes for you,
Miciosaft Prafile Assistant stores pour My Profil...
persenal infarmatian.

ok || cencel || amy |

To save the certificate on the carrier click on Export.
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oot options AET
I BTES)
| Ekerded purpese: [ <Al =
Porsonal | ot Baopie | Ficstion Authatios | Cartiicatior 1| v |

Certificate ntended purposes i
<kl
|

On the next screen assign the option ,Export the private key” - copying the private key from the
certificate.

1 xil

ceortficate, youmust type a password oo a ater page.

%" ffes, export the private key
™ Mo, o rot socport the private by

oo |

A screen shall open on which you must set a password to export the certificate. Do not forget the
password you have set because without it you can not install the certificate afterwards.

Hiorermer oprions 215
; T —— 21 xl
Fll Certificate Export Wizard x|

U |
H Password
To mainkain security, you must protect the private key by using a password,

Type and carfirm a passward,

Fassword:
|H***HH*

Confirm password:

I**********l

< Back I Next > I Canicel

On the next screen you shall specify where and with what name the certificate shall be saved. The
certificate must be saved in a standart file, which can be copied on a carrier.
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21|
[ — 2l
x

File to Export
Specify the name of the file you want to expart

File name:

| D:4SMILpFx Browse... I

==

< Back | Mext » | Cancel |

Click the button Finish and confirm with OK.

)
21 x|

x|

sion_id=Nsg

Completing the Certificate Export
Wizard

Vou have successfully completed the Certificate Export
wizard,

You have specified the following settings:

File Name Dilgmi,
Export Keys Ves
Inchude all certificates in the certification path No
File Format Person

hbariaer
I | The export was successful,

<Back Frish | cancel |

Close:

In case of using Mozilla Firefox you have to do the following in order to export your personal
certificate:
Choose the menu item Tools /Options/Advanced/Encryption/View certificates

i

Vour Certificates | Other People's | Web Sites | Authorities |

Vou have certificates from these arganizations that identify you:

| Certificate Name [ Security Device [ Purposes | Serial Humber [ T=]

~Lyubomir ... vice Client, Sign

Yiew Backup Backup Al Import Delete

Press the button Backup. Define a backup-file name and path where to save it.
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| 5 - 5 -
T
| Save in I&)Unhne ﬂ 0 ? 2 '

Deskiop

y Documents

™

My Computer

Save I
Cancel

v/

File name: IHa\lfe\sen pl2

Ll L

Save as type: IF‘KES'I 2Files

Enter the Master password

Important: The master-password is NOT related to your access to Raiffeisen ONLINE. It is a
password required from the browser and you can define and change it from the menu
Tools/Options/Privacy/Passwords.

1ol

our Centficates | Other people's | web Sites | Autherties |

‘You have certiicates from these organizations that idertiy you:

Certficate ame_| Securty Device [ Purposes | Serial nurber [ 5]

Lyubomir ... Software Security Device Cliert, Sign 16:1D:61:76:00:00:00:00:00: 1E 1.,

x|

9, Plaase enter the master password for the Software Security Device,

I ettt

coms

View Backup Backup Al Tnnport Delete

Than you have to define a password for a certificate-backup encryption and to retype it (you will be
prompted to type that password during Import procedure on the other computer).

Jlchoose a Certificate Backup Password 5]

The certificate backup password you set here protects the backup file that you are about to create, You
must set this password to proceed with the backup.

Certificate backup password: I sk

Certificate backup password (againd: [ttt

2

Important: If vou forget your certificate backup password, you will not be able to restore this backup
later. Please record it in a safe Iocation.

Password quality meter

L

wet_|

Press OK when the message below appears.

O E

/ Successfully backed up your security certificate(s) and private key(s).
4N
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1.4.8. Copying a certificate from a media carrier to the PC from which payments
shall be ordered (Importing).

For browser Internet Explorer installing must be done again from Tools/Internet
option, Menu Contents/Certificates.

Click on Import and on the next screen point the file in which your certificate is saved.

T i — 2l
= | |
| e Import i

Specify the file yau want ta impart,

Inkended purpose: | <All> |

T T

Perscnal | Other People | Intermediate Certfication Autharlties | Trusted Root Certiicatior < | ¥ |

Issusd To [ 1ssued B [ Expiratio... | Friendly Mame [ i

[ vriLpc Erowse. ., |

Note: More than one certificate can be stored in a single File in the fallowing formats:

Personal Information Exchange- PKCS #12 (.PFX, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Wicrosoft Serialzed Certificate Store {.55T)

Impart. .. Export... REmBve Advanced...

Certificate intended purposes

< Back Next = | Cancel |

e,
T
Close Close

Enter the password you have assigned during the exporting.

2 x|
|Coptificates 2lxi-
x

1
Password

To maintain security, the private key was protected with a password.

Type the password for the private key,

Password;:

[t

¥ Enable stronag private key pratection, You wil be prompted svery time the:
private key is used by an application if wou enable this option,

¥ Mark this key as exportable. This wil allow you ko back up or bransport your
keys at a later time.

< Back I ezt > I Cancel |

It is necessary to point where the certificate shall be saved. It is pointed a possibility by default
according the type of your certificate. Continue then with pressing the button Next. Then press
Finish:

2| 21 x|

J 21 x1

Certificate Import Wizard x|
1

Certificate Store
Certificate stores are system areas where certificates are kept.

2l x|

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘¥ou have successfully completed the Certificate Import
wizard,

Windows can automatically select  certiicate stors, or you can specify a location For

" putomatically select the certificats store hasad on the typs of certificate

 Place ol certificates in the fallowing store ‘fou have specified the fallowing settings:

Certificate Store Selected by User  Personal
Content.
File Name ASMIpfx

Certificate stare:

Personal Browse. ..

< Back I Mext > I Cancel
<ok [ Fmsh | concel |
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A screen appears where you can set the security level. You'd better choose high security level by
clicking Set Security Level and choose the option High. Confirm with the button Next:

11 - F__. = = —
Importing a new private exi 5|| Importing a new private exchange key

Importing a new private erchange key 5[

|

An application iz creating a Pratected item.
Choose a security level appropriate for this item.

7 High
Reguest my permission with a password when this
item iz to be used.

[@ £ Medium CryptodsPl Private Key

Request my permission when this itsm is to be used

Security level set to High Set Securty Level...
()8 I Cancel | Details... |

< Back I Mext > I Cancel

On the next screen you must enter a the certificate password, that you have specified:

Importing a new private ex ﬂl

Importing a new private exchange key il "

Create a password to protect this item,

" I\ Create a new password for this item,
Gyl
B

Password for: IEryptnAF'I Frivate Key

Password: Ioocooooooc
Confirrn: m

< Back I Finizh I Cancel |

Click the button Finish and confirm with OK.

Certificate Import Wizal x|

1) Theimport was successful.

Important:

If you are sure that you will not use a certain computer on which you have installed your
certificate, for work with Raiffeisen ONLINE, it is obligatory to delete the certificate, but first
reassure that you have a copy on a carrier or you have already installed it on other
computer.

To delete it you shall go to Tools/Internet option, menu Contents /
Certificates.Choose your certificate from Raiffeisen ONLINE and click the button Remove.
Confirm with Yes.

In case of using Mozilla Firefox, you can perform the certificate import from the menu Tools/
Options/Advanced/Encryption/View certificates, with the button Import.
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1.4.9. RBB Root certificate

If you are using Netscape/Mozilla browser, in order to use your personal electronic certificate
for signature you must download a Root certificate of Raiffeisenbank on your computer.
Instructions for downloading and installation are given in the menu Settings, Certificates,
submenu RBB Root Certificate

In case of using Mozilla Firefox, you have to install RBB root certificate and select all the
options, shown on the picture below, during installation.

Downloading Certificate x|

‘ou have been asked ko trust a new Certificate Autharity (CA),

Da you want ko trust "REE Enterprise CA1" For the following purposes?
¥ Trusk this €A to identify web sites,
[V Trust this CA to identify emal users.

[¥ i Trust this CA to identify software developers,

Befare trusting this CA For any purpase, you should examine its certificate and its policy and
procedures (if available).

Wigw Examine CA certificate

Cancel |

1.4.10 Operating with Universal Electronic Signature (UES)

UES Registration

In case you have already issued UES certificate, it is necessary to register it in Raiffeisen
ONLINE in order to use it when signing payment orders.

If you already have another digital certificate registered in the system, it is necessary to be
deactivated, after that the system will allow you to register the new one. In order to deactivate
the old onein the system you should submit a request on tel. 02 91985 666

In order to register UES, choose menu Certificates -> Universal/Registration.

Choose the certificate you want to register in the system from the list.
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Register

Select an already issued certificate to register from here.

Select Certificate 2 x|

Select the certificate ywou wank to use,

Issued to | Issued b | Intende... | Friendly ... | Expiratio. .. | Locatior «
Elcusto... Raiffeise... <all> Mone 03.2.20... Mok ava
RUMY... REEEnt... SecureE,.. MNone 09.10.2... Mok ava
Elcusto... Raiffeise... <all> Mone 2a,1.20... Mok avs

ESpUMY.., B-Trus Client &...  Mone
tryl EntCAal-wM  Docume.,.  MNone 20.6.20... Mokt ava
Elcusto... Raiffeise... <all> Mone 26.1.20.., Mok ava

Jl

o4 I Zancel | Wigw Certificate |

After confirming the request for registration of your certificate, the following message will
appear: “Your certificate waits for administrator approval”.

If the personal data in the registered certificate are identical with the data in your
registration application for the system Raiffeisen ONLINE up to 1 working day your
registration request will be approved. After the approval you can use your UES to sign
orders in Raiffeisen ONLINE.

Request for issuing UES.

If you want use active services of Raiffeisen ONLINE through UES but you do not have
such, you can submit a request for issuing a B-Trust certificate for UES from the menu
Certificates->Universal Signature/Request.

If you oprate only with personal accounts, you should choose the link “Request for
individuals”.
If you operate with corporate accounts, choose the link “Request for corporates”

Theese links lead to the Bankservice AD web-site, where you should submit all the
necessary data for issuing B-rust certificate for UES.

1.5. User sessions

In this menu you shall find reference information about the visits made with your username at
the Raiffeisen ONLINE site.
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2. Using the system

2.1. Passive (information) services

The passive services are information inquiries about your accounts, deposits and loans
without making transfers and other active operations.

2.1.1. Accounts Menu

This menu allows you to receive information about the balances and the transactions in your
accounts.

*  When you choose this menu there will open a screen with all your accounts, with
IBAN and current balances. There is an option to select an account and balance for a
particular date.

* If you choose the submenu Transactions and specify a period and an account,
information will be shown about the transactions in the account/accounts for the
respective period.

. .
Raiffeisen
* Accounts
Mowvements

Mowements

E-Statements one or all accounts statement information, filters, export,

Account list
» Bank cards Account | &1l - .ﬁ.muuntfr\um| fo | Tvpe |' ;l [T Show with details
» Transfars & Last [0 & Far | 2007  period from 00T 1o [55.0z.2007
F Loans
b Dapasits Banaficiary
F Mascages ¥ show
F Settings e
+ Syetem Information Rerultz per page: |10 =] Result pages: 1 = E
F Help =

* |n submenu Statements you have access to your bank account statements in PDF and

MT 940 format by choosing a date, period or statement’s number. The statement can be

downloaded on your computer and printed afterwards.

» The submenu List of accounts will show the numbers of all your accounts specifying
their type. With the Rename button you can change the name of an account with
another one chosen by you, which will be shown instead of a number.

2.1.2. Bank Cards Menu

In Bank Cards menu you can receive information about the balances and the transactions in
card accounts for your debit cards and your credit cards RaiCARD.

*  When you choose the menu Debit cards a list shall be shown with the numbers of
your active and deactivated debit cards, as well as their status and term of expiry.

* If you choose Debit cards, Transactions a table shall be shown with options for
selection of a card account and a period. When you press the Show button the
transactions in the card shall be shown, as well as the reasons /transfer or address of
the object where the card was used/.

*  When you choose the menu Bank cards/RaiCARD the numbers of your credit cards
and their status shall be shown, as well as their term of expiry.
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There is an option for downloading a RaiCARD statement in PDF format.

2.1.3. Credits Menu

In this menu you can find the basic information regarding the loans you have taken from
Raiffeisenbank — amount, currency, repaid interest to date, outstanding principal, next
payment, next maturity date, last maturity date for private individuals loans and loan type,
currency, date of contract, limit, exposure, unutilized limit and maturity date for corporates.

2.1.4. Deposits Menu

When you choose this menu there shall be shown a table with users’ deposits and information
about the last maturity, next maturity, the principal amount, the accumulated interest, the
interest rate and the interest at the end of the period.

2.1.4.1. Deposit opening

In menu Deposits, Deposit opening you can send a request for opening a deposit. You
must choose the type deposit — term deposit or Deposit +, to choose the ordering customer
and ordering customer’s account, currency and amount.

Attention*: The currency must be the same type as the account’s currency.

After choosing an amount, term of the deposit, (way of paying the interest, period of interest
advance payment, account for receiving the interest — only for Deposit+), the same currency’
account for crediting, you must press the button “Confirm” to send the request.

-
g
. .

x Raiffeisen ‘ S
b Ascounts -
b Bank cards Open DepGSIt
* Transferz Deposit type: [Cepest+ =]
] :

EAME Grdering Customer I _!
* Deposits

Dpen Peposit Fayer IBAN |
[}

Ceclarations and forms Amount — Iﬂ
b Messages
F ESettings Tanor I'z-; menths v
b Systarm Information Payment of the interest |F.:|-\_:rnent on maturity LI
* Help Freguancy of the interest paymeant |_1 ronth =
* Logout before maturity

Account for interest payment
try I -
Credit account I J

Products and services of R
Raiffeisenbank = Agresd with gensral kerms and condtions {Deposit +,
Time Deposit)
Deposit applications, recaived untl 17:00 o'dock in a working day, are procsssed on the same day.
* For corporats chients Aftar 17:00 o'cdock the application will be processed on the neaxt working day, If the interast rate bulletin
iz changad, the spplcation will be procesced ac per the new interesk rats,
External links lr F|.'!1.I|"'J

B Bwrkamme robae

» For individual clients

After sending the request a button “Declarations” appears for signing declarations of origin
of funds for deposits over BGN 30000.
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x Raiffeisen
BANK

¥ Accounts

b Bank cards onling Farm succassfully saved.

Transfers -'—’ Y= y
Loans .
Deposits

Declarations and forms

Megsagas

Settings

Syskermn Informatian

Help

 w w w w w ¥ w w

Legout

The deposit requests appear and you have to sign and send the last request. By pressing the
button “Confirm” you send the request and the status is changed to “sent”.

X ro T

ACchints

L =

* Bank cards DeDDSIIS

» Transfers Requests

F Loans

= Deposits & Last[1ta &0 Forfosoz 2007 & Period from [05.02 2007 to [0502 2007

Qpen Deposit b shiow

¥ Dedarations and forms
» Zettings Deposit request 04.01.2007 01:17
¥ Systern Information State: Approved
F Help =
Deposit request 07.01.2007 22:26
* Logout
Cancel ™ Sign [ Send
try Deposit request 07.01.2007 19:16
rroducts and services of Sia st ancend
Raiffeisenbank Deposit request a7.01.2007 19:14
* Faor individual clients State: Approved
¥ For corporate clients Depnsit request 04.01.2007 20:23

Exnternal links State: Rejectad

2.1.4.2. Terminating a deposit

To terminate a deposit you must enter the menu Deposits, you will see a list with your
deposits with the bank. You must stand on the deposit and click the button Terminate.

Cyria Banyta | MuxeeH ETm:fu:a Hauanxa |Cregeany Mages Nusea Npexpard Aobasane
% | NHKEA Aara nage s Kb Ha Cyma
| nagesa

596459 02.02.2006 15E857.57 UsD 1,300 93,74 02.02.2006 | 0Z.02.2007 0Z.02.2007 | 30545 Mpekpam

460962 | 15.03.2006 300.00 EUR 2.250 1.33 15.03.2006 [ 15.03.2007 15.03,2007 | &84 Mpekpam fofapaqe
H CYHa

422835 16.02.2006 Z296.57 GBP 3400 2.52 16.02.2006  16.02.2007 16.02.2007 9.33 Mpecpami Qobasade
Ha cyMa

OTHPHTH SENOSHTH
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2.1.4.3. Adding an amount to Deposit+

To add an amount to Deposit+, you must stand on the deposit and to press the button
“Adding an amount”.

The following display appears:

x Eﬂi;!q:(uﬁ:eu I L:i\ i

b CHaTkn

AobagaHe Ha cyma

F BanrosH KApTH

L HoMep aenozmT: 460462

b HpenHTH HapeguTEn - HHe [ D
» AenoEuT

OTEPHESHE Ha AEN0EAT L Lilellad=le.2b Ln i) |

F SANBEN B LEKNapaLmH Cyna .00 I"' >

b CrobuwsHna

ET
Hacaiinn Lr 1|ﬂMI.IJHJ

Mpsowna HHEopsaUHA

¥
F TexHM4ECEN HINCEBAHMA
L3
F Maxog

2.1.5. Declarations and forms.

2.1.6. Messages.

In this menu all the messages sent to the online client from the bank are visualized. The

messages could be of informational type | '“i“’:], critical[ '3] and warning| L\’ ].

m mﬁmu

¥ CHETEN
¥ BAREOSH E20TH

v Npsesns Crarye [Npesered =] Mpesperas |- =] BamnAHBET | Bandgs =] [ Sanagwan of 17007 a8

b Epagnte

| o b
¥ Denoniime .

b Chofgends
RRod PaTYATATA HE CTERHALS: |10 -
b Hacrpofien

b TazHHHSCKR HibCEB AR ChobujeH1s
F Moscdisb Hiepapragina
F Maxog

RADOSTINA ATANASOVA

2.2. Active operations (orders and inquiries)

From the main screen of Transfers menu are managed the operations, ordered by you or
other authorized users. The operations waiting for signing or sending are visualized as a list,
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and you can additionally filter or search by type, period or counter parties. In case there are
several users, authorized to operate with the client’s accounts and rules for signing, specified
during the registration, the system will allow you to sign and send transfers only if you are
authorized to sign for the account for the specified type of transfer and sum and your
signature is necessary fo execute the operation.

2l Raiffeisenbank (Bulgaria) AD - Microsoft Internet Explorer

Fle Edt Vew Favories Tods Help
ek - () - Iﬂ Igl y) | ) search 3¢ Favories {«‘

Address |g‘] hitps:ffonline.rbb.bgiPage/default.aspx?user_id=13F918F4EDA1445A905E31FDOGB6ASERsession_id=mysZrdxHu0eEeSDsSE VO HSCsWHy Oyle91-VHFR ekGSe4vIFMRhCYEUETYUBsmI_id=/en-US ebankingi0ztransfers/ j

= 2

. .
Raiffeisen
b Accounts
Transfers <l
» Bank cards
v Transfers @ Last |10 Al O For|21.06.2006| € Period fram |21.06.2008 | to [21.06.2006
List of counter parties
Faymmant Ordsr for Cradit Order Type [zelect Payment Order Type =
Transfer Ordering Customer Beneficiary
Payment Order to Budget §
Payment Ordsr for Direct » show
Dehit
Exc 2o Results per page: [10 =

Foreign Currency

Archive
~ top
Payment Order Templates

» Loans

} Deposits

b Settings

» Systern Information
» Logout

BANASTING ATANAGAVA

2.2.1. Business partners management

In this menu you can make a register of your business partners in order to facilitate the input of
payments.

You have the option to transfer a list of business partners from the electronic banking system
ELBA to Raiffeisen ONLINE.

2.2.1.1. Instruction for transferring data base with contractors (beneficiaries)
from ELBA(Multicash) to Raiffeisen ONLINE

Important: In order to transfer the list with beneficiaries from the Bulgarian local payments
module of Multicash, the version of module BGD, with which you work, it must be not lower
than 3.20.002 (the first IBAN compatible version, installed in June 2006). You can check
which version you work with from the main module of Multicash, menu “Help ->
Information”
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WHpopmaLA

MH®oprdauma I

MCC
— 3anaseHW Npaga MH$OpAELMA S8 BEPCHATA M NOTPEGHTENA -
[=] 8499

FPatiorHa ctaHuma: REEPCI10

HHCTEI.I'IHI:IEIHH FACAYAK W AOMEAHWTENHS MHPOPrALKWA 38 BEEPCHWTE i

bogyn | Bepcua | DnucaHue | HMHCTaNMpaH e3uLM
MCC 32017 Baszos mogyn BG
B2412..  CANWINDOWS apstem32\MFCA2.DLL
TO260..  CANWINDOWS apstem32WMSWCRT.DLL
RE229..  CANWINDOWS apstem32WCOMCTLIZ DLL

Pazwepen Cazh b anagement MCC+ Bl

320017 Enektponed nognuc 0| euzd2oze¥1.01]13.04  BG

3207 Koy, tooun 2¥0FUE Bl

IMT 320008 MesmgyHapogHM NAEWEHKWA BG

BGD 320006  Bearapcku MECTHW MASWaHHA

al I vl

I. Preparation for export of counterparties (beneficiaries) from Multicash:

a) Download the file Config_export.zip from List of counterparties->
Instructions for transferring counterparties from Multicash->
Configuration files for Multicash and save it in any directory on your computer.
Decompress it and extract from it the configuration files, defining the export of
counterparties from Multicash in the necessary format - Benef INT.WVD u
Benef BGI.WVD.

b) Copy:
Benef BGI.WVD in RBB\BGDWIN\DAT
Benef INT.WVD in RBB\MT100WIN\DAT,

where RBB is the directory, in which the Multicash installation file stays.

Il. Transferring the counterparties (beneficiaries) list from the local payment
module (BGD) to Raiffeisen ONLINE.

a) Export from Multicash
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Start the module for local payments (BGD). Choose the menu Functions -> Export
(If you do not see the menu Functions, you can choose the same command from
Administrated -> Import/Export, Export execution)

The following display appears:

5 o6 [V ) o6 = &0 IE] = | Y|
3 | SYSADMIN \

M ExcnopT daA =[O %]

M 1300p Ha MMNOPT fekcropT dali =] Y

Mona uztepete dalina 3a excnopT/ MrFNopT

hanks
BGOFIBL
Export to Raiffeizen OMLINE

Moraow | Ok, I

Choose Export to Raiffeisen ONLINE and press the OK button.

The next display allows you to select an export of only a part of Your counterparties,
Choosing criteria to filter.

KpHITERKIA 3a M3D0P =10 X

Caro zanucuTe OTrOBAPAWM HE CNELHHTE KPHTERHM We e QUCNNEREaT:

[ =] [Koawanongwaren =] [noronmmor = | [ = v =l
| =] _I | =l | = v =
[ = KmHanDnEanen =1 =l | = v =
|_L, Hie Ha nonyqaren ; | =l | = v =l
[ = oo || =l | [ = v =]
[ = | | =] | [ = v =]
=1 |Homep cvera =] | =1 =]

|
o
=
[=}
E
=
}

HMzTpHEaHE Ha Kpmepuul

If you wish to export the full list leave all the fields blank on this screen and press the
button OK.
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A display appears, which allows you to sort the list of counterparties by preliminarily
chosen criteria.

| ™ Copvpate Ha bz =Dl
CopTupare:
1. [ ~| | Havamsa
2 | ~| [ Hamanmsau
3 | ~| T Hamanssa
s | =] T Hamansa H
Matdow, | ITI

Press the button OK

A file is generated, which contains a list of domestic counterparties:
RBB\MCCWIN\DAT\Benef BGI.TXT

6) Import in Raiffeisen ONLINE:

b.1. In case on the computer, on which you export the list of counterparties from
Multicash the settings in Windows, Control Panel, Regional settings are
Bulgarian (on the time of exporting from Multicash), you can load the generated file
Benef_BGI.TXT directly in Raiffeisen ONLINE.

- In Raiffeisen ONLINE choose the menu Transfers -> List of counterparties ->
Import from file - Domestic

. .
Raiffeisen
B ACCounts
¥ Rank cards I —
- Transfers
Cradt Trans Ta# File formal: windawe-129L =
Fawsign Currency visiblz Far all authorlsed persons|ves =]
Payment Order to Budgst .-L'.:'.'l'f_".-
Direct Debit
Hasd paymant
Exchange
Archive

Payment Order Templates
List of counterparties

¥ Lonng

b Deposits

- From the button Browse choose the file Benef BGIL.TXT, which you have created
from Multicash.

- In the field File format choose windows-1251.

- The field Visible for all authorized persons Yes/No defines whether after the
import of the counterparties’ list, it will be accessible (for use) only for the user (authorized
person), which makes the import, or for all authorized persons.

- Press the button Save.
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b.2. In case on the computer, on which you export the list of counterparties from
Multicash the settings in Windows, Control Panel, Regional settings are
DIFFERENT (NOT Bulgarian) it is necessary to convert the generated from Multicash files in
Unicode format and than to load them in Raiffeisen ONLINE.

For this pupose:
- Open the file Benef_BGL.TXT with Notepad
- Choose File->Save as and save the file with counterparties in Unicode popmam (as
you choose Unicode in the field “Encoding”).
| [ Domestic_Benef_example.TXT - Notepad
File Edit Format Wiew Help

SECOND1 ;SECOND GROUP -BENEF.1 :BENEF. 1 -TEST BENEF. :SOFIA ;PLANINE
SECONDZ :SECOND GROUP - BENEF.2 :BENEF.2 - TEST BENEF. :SOFIA -LEVSKI *
TEST FIB < GROIP 1 RFNFE 1 ‘RFNFE 3 TEST AARNA STFRFFT %

XXX Gl R il

Save in; |L'-:_}Benef ;I (€] 3 i {5

[£] Domnestic_Beref example. TXT

E] Format_Domestic_Benef. txt

[£] Format_International_Bemef. txt
[] International_Benef_example. THT

Save

Cancel

File name: IDu:umestiu:_B enef_example. TKT

Lef Lo

Save as tupe: ITe:-:t Documents [*.tat)

- Encoding:

- You can load the saved file in Unicode format in Raiffeisen ONLINE from the menu
Transfers ->List of counterparties ->Import from file domestic counterparties as you
choose Unicode in the field File format.

.’ Raiffeisen
N BANK
B Accounts
¥ Rank cards
| Erimabi
= Tramsfers
File format: o M|
Cradit Transler
Faszign Curvency wisible far all authorised persons|ras =]
Payment Order to Budget b Savn
Direct Cehbit

Hass paymant
Exchange
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lll. Transferring the list of counterparties from the Foreign payments module
(INT).

a) Export from Multicash.
Start the module for foreign payments (INT). Choose the menu Functions -> Export
executing (If you do not see the menu Functions, choose the menu Administrating
->Import/Export ->Export).

The steps you must follow are the same as when exporting counterparties from BGD module.

The file consisting the list International counterparties is:
RBB\MCCWIN\DAT\Benef INT.TXT

6) Import in Raiffeisen ONLINE.

The import of the generated file from Multicash Benef_INT.TXT is made from the menu
Transfers -> List of counterparties -> Import from file - International
counterparties. The steps you follow are the same as when importing domestic
counterparties( .2. and 1.2.2.).

Raiffeisen
BANK
® Agcounts . =
e r— Lisk of counterparties
* Transfers
Cradit Translar Payees Payee account
Foegagn Currency Tpyina | b= Account number
Payment Order o Budget gl Edit Delete
Direct Cabit Edit
Hazs payment Inapart file - dermpatic

Tnaport fila - Intsmational
Exchange

Archive T
Payment Order Templstes |
List of counterparties

¥ Laang

* Deposits

2.2.2. Credit transfer in local currency (BGN)
From this menu you can order a transfer in Bulgarian leva (BGN) to your business partner.

When you order amounts exceeding BGN 30 000 the system will require you to fill the
declaration for origin of the funds.

The fields for the drawer and the recipient have roll-out menus and you can choose the
respective accounts without typing them.

There is an option to order a transfer in BGN - from a currency account.
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You can save the order as a sample and use it during other transfers. The sample shall be
saved in the menu Samples of orders. When you fill an order you can load the sample by
using the button Load a sample.
You can save the order as a sample and use it during other transfers. The sample shall be
saved in the menu Samples of orders. When you fill an order you can load the sample by
using the button Load a sample.

With the button Confirm you save the order. A message appears “Order successfully saved”.
Than you shall press the button Transfers and the details of payment appear in a table. You
have to mark Sign and Send and to press Confirm again to send the order to the bank.
When the order is accepted you shall receive the following message: “The order has been
sent successfully.”

Kairreisen
BANK

» Aecoun by
¥ Bank cards
= Transters

List of counter parties

Payment Urder for Credit
Transfer

Payirnnt Order o Budge
#ayment drder for Dir
Debit

Lxchange

Fareign Currancy

archive

Payment Srder Tamplates
Laans

Depsits

Settings

Systein Infurmation
Logeut

HRISTINA NIKOLAEVA
VASILEVA

&0 T

Payment Order for Credit Transfer bt
Load template »

Ordering Customer I

Payer IBAN EE—

Beneficiary Name I

Payee [BAN ‘7J

BIC / Bank Name I [

Ampunt T —

Details of Paymant I

Addmonal Detads |

Real Time payment - RINGS =

To be completed for all cross-border and domestic payments betveeen residents and non
reskdents at an amount equal to er higher than the amount stipulated In art.2, paragraph
1, paint 1 of Ordinance 27 of the ANA on the Ralance of payments statistics.

= lotal party

Payer Data

™ faraion party
Payer Country ]—J
Payer Addross T

 lacal party
Payie Dats 35

Foraign pary

Payme Country I &=l
Payen Address I
Operation type I |
BB Crings. Numisor I Clear information for the statistic

Campliant with Art.% Dar.) af the Regulation for the Implementation of the Hessures Against Honey
Lirutidurineg At ard Art4 Par. 7 aied Art. b Par,3 i 3 0f e Hearures Agsewt Honay Leuidurieg Act,
ey " a1 tha Fund havwe the fullavang orgin:

cirigin of maniy [ |
Create Date ENTECTNENE  Ewecuto Date EEEDED Valid before EINCEEID

save as template
Template name

2.2.3. Transfer order to the budget

Using this menu you can order transfers to budgetary organizations.
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Kairreisen N
A A0 T

b Aeesunts

3, A bag
s Payment Order to Budget
= Transfers Load template »
List of counter partes Ordaring Customer |
‘1‘::3;:‘ St for Crodh Obligated Person - Legal Ertity or

Individual

Payment Order to Budget

Paprweat Briar for Blract Payer IRAN [Typs af Paymant —— — |
Debit Lk

Exchange BULSTAT

Farsign Currans ¥ Parsanal B Person 10 [ —

S aE Benefitary Name ’7J

Payment Order
b Loses Payee 18N Tyoe of Payment ’—_'__I
* Deposns
BIC [ Bank Nama P —
b Seftings
¥ System Information Amount Em——
hileam Oetails of Payment T
HRISTINA NIKOLARVA Addmanal Detals [ —
VASILEVA
Tyt of Documant [1+ gmemsziauns =l
Liahilty documant numbar
Date |
Paricd of Payement | S
Pl Time payment - RINGS r
To be completed for all cross-border and domestic payments between residents and non-
resldents at an amount aqual to or kighsr than the amount stipulated In art.2, paragraph
] 1, point 1 of Ordinance 27 of the BND on the Balance of payments statistics.
B F lazal g
B Payar Data bl o
E © foraige pary
Payar Couritry 1|
Payar Address I
&
PR " ucal warty
" furaign pamy
Payss Courtry | ——— |
Payee Address T
Creratan bype I =l
BNE Crisde Numbier Clear infermation for the statistic

Campliant mith Aet.5 Dar.2 af the Reguistien fee the Inplementation st the Masrss Agsinet Maney
Latndering Art and Aet. 4 Par.7 and Art.S Par,S hem 3 of the Messmes Against Honey Laumdersng Art,
¥ Hhat iy

ongin of monay I h=]

Create Date [EINTINREIET]  Ewccute Dot CENENTEE  valid betore [ENERTT

Save as template [
Templats name

|+ gonfirm

2.2.4. Pay-roll payments

Using this menu item you can upload files with pay-roll payments in case you have concluded
a contract for pay-roll payments with the bank.

In order to upload file successfully you have to fill the following Technical requirements:

1. Browser Internet Explorer; 2. Personal certificate installed (you can find above instructions
for certificate request and installation — p.1.4); 3. Our site https://online.rbb.bg to be defined
as frusted site. You an define your trusted sites from the menu item Tools/ Internet
options/Security, as described in item1.4.2)

x Raiffeisen Q\
BANK

b Accounts Payroll

» Bank cards

~ Transfers

Credit Transfer

Fareign Currency Select a file for loading
Payment Order to Budget | Browsze. . |
Direct Dehit

Payroll File format: Iwindows-l251 =
Mass payment

Exchange Create Date pEeNiERvlalvirss T Execute Date pERiER-lek) LTS T 1 9. 04,2007
Archive =
» confirm

Payment Order Templates

List of counterparties
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In the field File format you have to choose windows-1251 in case the Regional settings

(Windows, Control Panel, Regional settings) on your computer are Bulgarian and
Unicode otherwise.

2.2.5. Packed Payments

Using this menu item you can upload files with orders for Foreign currency transfers, Credit
transfers, Payments to Budget, Direct debit request.

All the payments in the packed payments file should be ordered from one and the same
account.

Technical requirements are the same as described in the item 2.2.4.

x g:iﬁﬁisen L::\

Accounts

Mass payment

Bank cards
Transfers

Credit Transfer

Foreign Currency Select a file for loading

Payrment Order to Budget | Browze. . I
Direct Debit

Payrall Type of payment: m

Mass payment File farmat: [windows-1251 = |

Exchange [T Expand payments

Archive

Payment Order Templates
Create Date Execute Date r—

List of counterparties

e | » confirm

In the field Type of payment you should choose Foreign currency in case you are
uploading Foreign currency payment orders and General for all the other type of payments.

In the field File format you have to choose windows-1251 in case the Regional settings
(Windows, Control Panel, Regional settings) on your computer are Bulgarian and
Unicode otherwise.

Using the option Expand payments you can upload and sign all the payments as package

(if you leave check-box empty) or upload them as single payment orders, which could be edit,
signed, sent or rejected separately (if you select the option).

2.2.5. Currency exchange

In this menu you can perform transactions of selling and purchasing foreign currency
according to the exchange rate of the bank or another exchange rate stipulated in advance.
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File Edit Wiew Favorites Tools Help

Qe - © - [¢] 2] T | ) seacn 2 Favortes f}‘

LM -

address 2] https:/fonine.rbb.by/Pagejdefault. aspi7user_id=13F91BF4EDA L 445A05E31 FOOB9B6AIEBSession_Id=mieZrdxHUDEEESDSSE JvON jx4ISCSWHYOYleST-NFRekGsedvIFMRheY SUtTYLEsm|_id=jen-Usjebanking/oatransf

3
»

Raiffeisen
BANK

Accounts

Bank cards

~ Transfers

List of counter parties
Payment Order for Credit
Transfer

Payment Order to Budget

Payment Order for Direct
Debit

Euchange
Foreign Currency
Archive

Payment Order Templates

IR

Exchange

Load template »
Sender

L

[sen Books buy [0.o000000

]

[ean’ Books sell [o.0000000

0,00 eGN | Ratio BGN/BGN [nan
0.0000000  [BGN/BGN -

Reference [

Beneficiary Name

[
From account [ Currency |
[
[

Payee IBAN f Currency
Amaunt
HNegotiated Rate

To be completed for all cross-border and domestic payments between residents and non-

4 back

0 ks residents at an amount equal to or higher than the amount stipulated in art.2, paragraph
» Deposits 1, point 1 of Ordinance 27 of the BNB on the Balance of payments statistics.
b Settings  local
Payer Data Ot ey
b System Infarmation © foreign party
}+ Logout Fayer Country | J

RADOSTINA ATANASOVA Payer Address [

ATANASOVA &

* local party
Payee Data
© foreign party

Payes Country I J
Payee Address [
Operation type I =

BNB Credit Number Clear information for the statistic

Compliant with Art.5 Dar.2 of the Regulation for the Implementation of the Measures Against Money
Laundering Act and Art.4 Par.7 and Art.6 Par.5 item 3 of the Measures Against Money Laundaring Act,
we hereby declare that the funds under the present bank operation have the following origin:

Origin of money I J

valid before EENEPHN

(UGN BTV 21, 06,2006 17:27 Execute Date WIS

Save as template [

Template name

(» confirm |

2.2.6. Foreign currency transfers

From here you can order transfers in foreign currency within the country or abroad, from an
account in foreign currency or in BGN. The form contains a declaration according to Art. 3 of
the Decree for Collection of Information for the purposes of the Statistics of the Balance of
Payments and a declaration about the origin of the means according to Art. 4, Par. 7 and Art.
6, Par. 5, ltem 3 of the Measures Against Money Laundering Act. If you have to submit
invoices or other documents /for amounts exceeding BGN 25 000/ you must send the
documents by fax to your bank office.
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b Accounts
» Bank cards
~ Transfers
List of counter parties

Payment Order far Credit
Transfer

Payment Order to Budget

Payment Order for Direct
Dehit

Exchange

Foreign Currency
Archive

Payment Order Templates
Loans

Deposits

Settings

System Information

Logout

_ T -

Foreign Currency 4 back

Load template »
Sender
Name

&

address T

Payer IBAN
Amount 0.00 — |
Direction [ebread =]

Beneficary

Name =]
Address [
Account/IBAN 1

Beneficiary's bank

Name res

Address [
City I
Country '—_I
BIC code ]

Details of payment I

Enclosure [

Enclusure send by -
Type of Payment Payment =
Methaod of Payment serial method x

To be completed for all cross-border and domestic payments between residents and non-

residents at an amount equal to or higher than the amount stipulated in art.2, paragraph

1, point 1 of Ordinance 27 of the BNB on the Balance of payments statistics.

[

payer Data local party
 fareign party

Payer Country |—_|

Payer Address [

@ local pa
payee Data Py
 foreign party

Payee Country l—_l

Payes Address [

Operation type

BNB Credit Number Clear information for the statistic

ntwith Art.5 Par.2 of the Regulation for the Implementation of the Measures Against Money
Laundering Act and Art.4 Par.7 and Art.6 Par.5 item 3 of the Measures Against Money Laundering Act,
we hereby declare that the funds under the present bank operation have the following orig:

arigin of money I

Note

For non-receipt/delay in a transfer/cheque due ta incorrect infarmation pravided by the
ordering customer, all charges for the aditional darification of the transferfcheque shall be for
the ordering customer's account.

(T 23.06. 20065 15:13 Execute Date EENIIELTE valid before ENGERTE

Save as template [

Template name

[ confirm |

2.2.7. Direct debit

Using the Direct debit you can make an order for direct debit.
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x Kaitteisen
¥ Accounts
» Bank cards
~ Transfers

List of counter partiss

Payment Order for Credit
Transfer

Payrnent Order to Budget

Payment Order for Direct
Debit

Exchange
Foreign Currency
Archive
Payrient Order Templates
» Loans
» Deposits
b Settings
» System Information
» Logout

LA

Payment Order for Direct Debit 4ba

Load template »

payer I ]

Payer IBAN |—J

BIC / Bank I I

Beneficiary Mame I _|
Payee IBAN e

Amount 0,00 BGH

Details of Payment |

Additional Details I

To be completed for all cross-border and domestic payments between residents and non-
residents at an amount equal to or higher than the amount stipulated in art.2, paragraph
1, point 1 of Ordinance 27 of the BNB on the Balance of payments statistics.

payer Data : :::;:::M
Payer Country ,—_l
Payer address I
Payee Data @ local party
© forsian party
Payee Country ,—_l
Payee Address I
Operation type I _I
SR Clear information for the statistic

Create Date EENCFTICRCINE) Execute Date  FENNO CEC R LT 50,06, 2006

save as template [

Termnplate name
|+ confirm

2.2.8. Archive

In the menu Archive by choosing the selected period you can see the payments that have

been ordered.

2.2.9. Samples of orders
In this article you can see all the samples you have saved in menu Transfers.

3. Data export

Raiffeisen ONLINE gives you the opportunity to export data in programs: Microsoft Word and
Excel (XP version or newer) and XML.

4, Tokens

4.1. Definition.

The token is a mobile digital device, generating personal one time valid digital codes.

With this codes you confirm active operations in Raiffeisen ONLINE, signed with digital
certificate.

When sending one or a group of payment orders the system generates “challenge” and you
should enter a “response”, which identifies the user.
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The system allows sending only if “response” is received, generated exactly from your
personal token.

4.2. User’s guide for tokens

The token is activated after the online user registration is confirmed after 1 working day for
private individuals and after 3 days for the corporates.

The device is switched on and off after pressing the button <.

By activating the token, the client enters initial PIN, which is received in a PIN-envelope and
then must change it with a new one. The PIN code must consist of four digits.

You can change your PIN code of your token device in the following way: Turn the token on
by pressing the <« button. Enter your PIN code. The text “APPLI-“ shows on the display. Press
the <€ button in order to switch to a PIN-change regime. Enter your new PIN code and confirm
it by entering the new PIN code once again.

For unlocking the token you should press the <« button and enter your PIN code. The text
“APPLI-" shows on the display. On the place of the “-“ symbol, you should enter 3 for order

signing.

Payment orders are confirmed on sending level. After choosing the button “Confirm” the
system shows two options: “challenge” and “response”.

In the “challenge”field 6-digit code is generated. You must enter this code in the token (after
you have already unlocked your token with your PIN and have selected 3). After entering
“challenge” code, another 8 —digit “response” code is generated. You shall enter this code in
the “Response” field and press “Confirm”

The expiry term of “Challenge” and “Response” codes are 64 seconds. This means that within
64 seconds you have to provide the correct response code. Otherwise you have to confirm the
sending again and the system will generate a new “challenge” and expect a new “response”
code.

If you enter five wrong PIN codes the token is blocked automatically and you have to visit a
bank office in order to activate it. A digit —answer is visualized on the display, which the bank
officer enters in the administrative module of the system. He dictates a digit — answer which
you have to enter in the token to activate it.

4.3. Security instruction

You must always change your initial PIN code of the token upon initial activation and
never write it down on the token itself or anywhere else. In cases of loss or suspicion
for illegal use of the token by unauthorized parties, you must immediately inform the
Bank in order to have your token device blocked.
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Have a nice banking with Raiffeisen ONLINE!

Date of issue Date/Revision - | Changes: page, item, subitem
/change/ seq. N

05.06.2006 01

13.07.2006 02 item.2.2.2

01.03.2007 03

16.04.2007 04 item.1.4.2,1.4.7,1.4.8,2.2.4,2.2.5
25.06.2007 05 ltem 1.4.2., item 1.4.6.

29.10.2007 06

Page 37/37




